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Abstract

Software code caches are increasingly being used
to amortizethe runtime overheadof dynamicoptimiz-
ers,simulators,emulators,dynamictranslators,dynamic
compilers,andother tools. Despitethenow-widespread
use of code caches, techniquesfor ef�ciently sharing
them across multiple threads have not been fully ex-
plored. Somesystemssimply do not support threads,
while others resort to thread-privatecodecaches. Al-
thoughthread-privatecachesare much simplerto man-
age, synchronize, andprovidescratch spacefor, theysim-
ply do not scale when applied to many-threadedpro-
grams.Thread-sharedcodecachesare neededto target
serverapplications,which employhundredsof worker
threads all performing similar tasks. Yet, those sys-
temsthat do share their codecachesoftenhavebrute-
force, inef�cient solutionsto the challengesof concur-
rent code cache access: a single global lock on run-
time systemcodeand suspensionof all threadsfor any
cache managementaction. This limits the possibilities
for cache designand has performanceproblemswith
applicationsthat require frequentcacheinvalidationsto
maintaincacheconsistency.

In this paper, we discussthe designchoiceswhen
building thread-shared codecachesand enumerate the
dif�culties of thread-localstorage, synchronization,trace
building, in-cachelookuptables,andcacheeviction. We
presentef�cient solutionsto theseproblemsthat both
scalewell anddonotrequirethreadsuspension.Weeval-
uate our resultsin DynamoRIO,an industrial-strength
dynamicbinary translationsystem,on real-worldserver
applications. On theseapplicationsour thread-shared
cachesusean order of magnitudelessmemoryand im-
provethroughputbyupto four timescomparedto thread-
privatecaches.

1 Intr oduction

Dynamictoolsandothersystemsthatoperateat run-
time often employ software code caches to store fre-
quentlyexecutedsequencesof translatedor instrumented
codefor useon subsequentexecutions,therebyavoid-

ing theoverheadof re-translation.While cachescanim-
proveperformance,theirsizemustbecarefullymanaged
to avoid occupying toomuchmemoryandultimatelyde-
gradingperformance.They alsomustbekeptconsistent
with their correspondingoriginal applicationcode.Both
tasksarecomplicatedby thepresenceof multiplethreads.

Any code caching systemthat targets applications
with multiple threadsfacesa choice: increasememory
usageby using thread-private caches,or increasethe
complexity of cachemanagementby sharingthe code
cache.Somesystemsopt to notsupportmultiplethreads,
in particularsimulatorsandemulatorsthat modela sin-
gle processor[14, 15, 19, 28, 40]. Thosethat support
multiple threadsbut choosethread-privatecachesenjoy
straightforward and more ef�cient cachemanagement,
synchronization,andscratchspace,andwork well onap-
plicationswith little codesharingamongthreads,such
as interactive desktopprograms[6, 26]. However, as
we will show in Section3, modernserver applications
have signi�cant amountsof sharingamongthreads,and
thread-privatecachesuseprohibitiveamountsof memory
resultingin poorperformanceon theseprograms.

Existing systemsthat use thread-sharedcachestyp-
ically solve the thorny problemof evicting code from
the cachevia a brute-forcesolution: suspendall other
threadsor otherwiseforce themout of thecacheimme-
diately. Thissolutionrequiresthatcachemanagementbe
kept to a minimum, which may not be practicalfor ap-
plicationsthat incur many cacheinvalidations. Suspen-
sionalsodoesnotscalewell onmultiprocessormachines
whereit preventsconcurrentexecution.Theseshortcom-
ingslimit theapplicabilityof suchsystemsin production
environments.

Onecontribution of this paperis a discussionof the
designspaceandthe key challengesof building thread-
sharedcodecaches.Weanalyzetheneedfor sharingand
the impactof thread-sharedcaches,which on server ap-
plicationsusean order of magnitudelessmemoryand
achieve up to four timesbetterthroughputcomparedto
thread-privatecachesonsomeworkloads(Section3). We
discussthechoicesof whatto share(Section4) andhow
to provide scratchspace(Section5). Furthercontribu-
tions lie in speci�c solutionsto variousproblems:syn-
chronization(Section6), tracebuilding (Section7), in-



cacheindirectbranchlookuptables(Section8), andcode
cacheeviction (Section9).

2 Experimental Methodology

We evaluate our solutions in DynamoRIO [6], an
industrial-strengthdynamic binary translationsystem,
operating on a benchmarksuite targeting web and
databaseservers. DynamoRIOis a native-to-native sys-
tem that executesa target applicationprocessout of a
basicblock codecache. It alsobuilds tracesout of fre-
quently executedsequencesof basicblocks and places
them in a tracecodecache. Tracebuilding is accom-
plishedby pro�ling certainbasicblocksmarkedastrace
heads, which includeloop headsandexits from existing
traces.We refer to bothtracesandbasicblockswith the
genericterm block. Otherthantracebuilding (which is
describedfurtherin Section7), thediscussionsin thispa-
perarerelevantto any softwarecodecachingsystemthat
dealswith multiple threadsandarenot limited to a sys-
temwith thisparticularbasic-block-and-tracesetup.

Our server benchmarks,listed in Table1, target Mi-
crosoft InternetInformationServices(IIS) 6.0 andMi-
crosoftSQL Server 2000SP3a,usingdefault con�gura-
tionsexceptasexplicitly noted. Both applicationswere
run on the sameWindows 2003AdvancedServer Dell
PowerEdge6600machineequippedwith 4 2.2GHzXeon
processorswith hyperthreadingenabled(resulting in 8
logical processors),12K � opstracecache,8KB L1 data
cache,512KBL2 cache,2MB L3 cache,and4GBRAM.
The server wastargetedover a 1GbpsEthernetconnec-
tion by a Windows XP SP12.2GHzPentium4 Dell Di-
mension2400clientmachinewith 1GBRAM.

Our �rst two benchmarks use the Apache
HTTP server benchmarking tool ab versus
IIS 6.0 in 5.0 compatibility mode. ab was
run with 60 simultaneous connections and
120,000 iterations, targeting the IIS SDK sample
iissamples/sdk/asp/docs/ColorPicker.asp ,
which resultsin coderunning in inetinfo.exe when
IIS is in low isolation mode (ab low) and in both
inetinfo.exe and dllhost.exe when IIS is in
mediumisolation mode(ab med). Our secondpair of
benchmarksusesthe GuestbookASP application[38],
againwith IIS in eitherlow (guestlow) or medium(guest
med) isolation mode, but also exercising SQL Server
for dynamiccontent. For eachbenchmarkwe executed
the workload twice (each runs for �fteen minutes)
and reportedthe averagethroughput(Kb/s for ab and
transactioncountfor guestbook) from thetwo runs.Our
benchmarksareall CPU-bound.

3 Sharing Prevalenceand Impact

A majordesigndecisionfor any codecachingsystem
that supportsmultiple applicationthreadsis whetherto

usethread-sharedor thread-privatecodecaches.Thread-
sharedcachesre�ect theoriginalapplicationcode,which
livesin a thread-sharedaddressspace.However, thread-
private cachesare much simpler to managefor con-
sistency and capacity, require no synchronizationfor
mostoperations,canuseabsoluteaddressesfor thread-
local scratch space(Section 5), avoid indirection in
performance-criticallookup table accesses(Section8),
andsupportthread-speci�cspecializationfor optimiza-
tion or instrumentation.

To illustrate the challengesof thread-sharedcaches,
considertheseeminglysimpletaskof removing a block
of codefrom thethread-sharedcodecache.It cannotbe
removeduntil it is known that no threadsareexecuting
insidethatblock. Yet, instrumentationof every block is
tooexpensive,asis suspendingeverysinglethreadto dis-
coverwhereit is every time ablockneedsto beremoved
(which may be frequentfor purposesof cacheconsis-
tency: Section9.2). Thread-sharedcachesrequiremore
complex andsophisticatedalgorithms.

Thread-private cachesdo have an obvious and sig-
ni�cant disadvantage: duplication of code in multiple
threads'caches.Thescopeof thisdependsontheamount
of codesharedamongthreads.Desktopapplicationshave
beenshown to sharelittle code[6, 26], with a primary
threadperformingmostof thework andtheotherthreads
executingdisparatetasks. However, server applications
deliberatelyspawn threadsto performidenticaljobs.Ta-
ble 2 shows the amountof sharingamongboth basic
blocks and tracesfor our benchmarks. Over one-half
of basicblocksandtwo-thirdsof tracesaresharedby at
leasttwo threads,andtypically by tensof threads.This
is strikingly different from desktopapplications,which
sharelessthantenpercentof their blocks[5].

Although signi�cant researchattention has been
givento exploring highly scalableevent-drivenarchitec-
tures[25, 39], commercialserverapplicationsaremostly
basedon multi-threadedarchitectures.Theconcurrency
modelof our targetserver applications[30, 31] is based
on poolsof worker threadsthat handleconnectionsand
requests.Heuristicsareusedto controlscalabilityby dy-
namicsizingof thenumberof threads:reactingto system
load,expandingfor burstyworkloads,andshrinkingafter
periodsof inactivity, all within con�gurable minimums
and maximums. SQL Server also supportslightweight
poolingbasedon �bers, user-mode-scheduledthreadsof
executionthat reducecontext switchingoverheads,with
real (kernel-mode-scheduled)threadsusedonly to mi-
grateacrossprocessors.Thebestvendor-reportedTPC-
C [37] benchmarkscoresfor SQLServerareproducedin
�ber mode,andDynamoRIOseamlesslysupports�bers.
Yet lightweightpooling is not enabledby default andis
generallynot recommended[21], due to incompatibili-
ties with variousextensions,e.g.,incorrectexpectations
for threadlocalstorage.In ourgoalto provideatranspar-
entplatform,we strive to provide minimal performance



Benchmark Server Processes
ablow IIS low isolation inetinfo.exe
abmed IIS mediumisolation inetinfo.exe,dllhost.exe
guestlow IIS low isolation,SQL Server2000 inetinfo.exe,sqlservr.exe
guestmed IIS mediumisolation,SQLServer2000 inetinfo.exe,dllhost.exe,sqlservr.exe

Table 1. Our database and web server benc hmark suite and the processes that make up each
target server application. DynamoRIO executes separatel y inside each process.

Threads Basicblocks Traces
threads threads

Benchmark Process ever peak total shared perblock total shared perblock
ablow inetinfo.exe 138 127 100647 50% 22 7560 70% 27
abmed inetinfo.exe 170 159 89688 47% 29 6185 68% 40

dllhost.exe 175 162 51309 58% 53 4211 85% 71
guestlow inetinfo.exe 224 203 126654 58% 31 13865 79% 26

sqlservr.exe 153 140 96893 51% 26 6980 74% 17
guestmed inetinfo.exe 192 141 95660 50% 16 7229 66% 11

dllhost.exe 221 165 75772 68% 48 9929 84% 30
sqlservr.exe 157 144 97081 54% 29 6907 62% 18

average 178 155 91713 54% 31 7858 73% 30

Table 2. Fragment sharing across threads. For each process in each benc hmark, we sho w the
number of threads ever created, the peak number of sim ultaneousl y-live threads, and for each
of basic bloc ks and traces: the total count, the percenta ge executed by more than one thread,
and the average number of threads executing each shared bloc k.

degradationnot only for applicationstunedfor optimal
nativeexecutionworkloadsbutalsofor sub-optimallyde-
signedor con�guredapplications.We mustalsonotper-
turbself-tuningheuristics.Ourbenchmarksthereforeuse
thedefault threadworker modelfor SQL Server andde-
fault threadpool parametersfor IIS.

We evaluatedtheperformanceandmemoryusageof
DynamoRIOusingboththread-privateandthread-shared
caches,implementingthe designsdescribedin the fol-
lowing sections. The resultsshow that thread-shared
cachesare a clear winner for server applications,and
theaveragethroughputreductioncomparedto native on
theseCPU-boundbenchmarksis now only 11%. Fig-
ure1 givesthe throughputof DynamoRIOusingshared
cachesversusprivatecaches,resultingin anaverageim-
provementof 1.9x. Sharedcachesachieve up to four
times the throughputof privatecaches,due to reduced
pressurein the hardware instructioncache,instruction
TLB, branchpredictors,branchtarget buffer, andother
address-indexedstructures.Sinceserver threadsareof-
ten executing for a short amount of time, and when
blockedor pre-emptedmaybereplacedby apossiblyre-
latedthread,frequentcontext switchingis a lot lessex-
pensive with sharedcaches.Even moredramaticis the
memoryusage,shown in Figure2. Thememoryexpan-
sion from thread-privatecodecachesquickly becomes
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Figure 1. Throughput achieved by Dy-
namoRIO using thread-shared caches ver-
sus thread-priv ate caches

egregious when the threadcount numbersin the hun-
dreds. Thread-sharedcodecachesbring memoryusage
down andallow applicationsthat bene�t from usingall
availablememoryto avoid scalabilitylimits.
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Figure 2. Memor y usage comparison of thread-priv ate and thread-shared caches, in terms of
peak working set size (as repor ted by the operating system) versus native usage. The processes
that make up each benc hmark are sho wn individuall y.

4 Sharing Choices

Each componentof a runtime systemcan be sep-
arately made thread-sharedor thread-private: basic
blocks,traces,tracebuilding markersandpro�ling data,
and indirect branchtarget lookup tables. Mixtures can
also be used. For example, even when using thread-
sharedbasicblocksin general,DynamoRIOkeepsbasic
blocks that correspondto observed self-modifying ap-
plication codein a thread-privatecacheto allow quick
synchronization-freedeletionwhenmodi�cationsarede-
tected.

In addition to the codecache,every runtimesystem
maintainsassociateddata structuresfor managingthe
cacheandits blocks.Runtimesystemheapmanagement
parallelscachemanagement,with thread-privaterequir-
ing no synchronizationand thread-sharedrequiring as-
surancethat no threadholdsa pointerto a structurebe-
fore it canbe freed. Whetherpointersto privatestruc-
turesareallowedinsidesharedstructures,or vice versa,
is anothersourceof complexity. DynamoRIOavoids
sucharrangements.

With an all-sharedor an all-privatecodecache,links
connectingblocksin the cachehave no unusualrestric-
tions. However, whenmixing sharedandprivate, links
betweenthe two requirecare. Private codecan target
sharedcodewith noextracost,but sharedcodemustdis-
patchby threador useindirectionthrougha thread-local
pointerto reachtheprivatecodefor theexecutingthread.

If any type of cross-cachelinks areallowed,datastruc-
turemanagementbecomesmorecomplicated.If lists of
incominglinks areusedfor proactivelinking andfastun-
linking [6], thesystemcanendupwith pointersto shared
dataembeddedin privatedatastructures.As we men-
tionedabove, DynamoRIOavoids this mixtureandthus
doesnotallow cross-cachelinks. This is notproblematic
due to our rare useof thread-privateblocks, which we
only usefor casessuchasself-modifyingcodethat are
notoftenoncritical performancepaths.

5 Thread-LocalStorage

Any runtimesystemrequiresscratchspaceto beavail-
ableat arbitrarypointsduring applicationexecution,in
orderto operatewhile preservingapplicationstate.The
simplest,most ef�cient, and most transparentform of
scratchspaceaccessis absoluteaddressing,asit doesnot
affectapplicationregisteror stackusage.Thisaddressing
modeis supportedby IA-32, DynamoRIO's targetarchi-
tecture. However, absoluteaddressingonly works well
with thread-privatecaches.For thread-sharedcodewe
needthread-privatescratchspaceaccessiblevia a shared
instruction. Our choicesare using the stack,which is
neitherreliablenor transparent;stealingaregister, which
incursa noticeableperformancehit on the register-poor
IA-32 architecture;and using a segment,which is not
availableonall platformsbut is on IA-32.

Segmentsare used by both Windows and recently



Linux [17] to providethread-localstoragespace.Wecan
eitherusethesamespaceandtry not to interferewith the
application'sslots,or wecancreateourown segmentand
steala segmentregister. Theoffsetof our scratchspace
from the segmentbasemustbe a known constant.Dy-
namoRIOusesWindows-provided thread-localstorage.
Windows provides64 storageslotswithin eachthread's
segment,with an additional1024entriesaddedin Win-
dows2000but which requireanextra indirectionstepto
accessandso cannotbe usedasprimary scratchspace.
DynamoRIOabidesby the storage's allocationscheme
to preventcon�icts with theapplication. To avoid indi-
rection and thus improve performancewe usemultiple
slots,andtransparency problemsarestill possiblewhen
we competefor this limited resourcewith applications
with hardrequirementsfor directaccess.

Whenmixing thread-sharedandthread-privatecode,
we �rst tried to usesegmentspacefor the sharedcode
andabsoluteaddressingpointing at a different location
for theprivatecode. In analternative experimentalcon-
�guration with sharedbasicblocksandprivatetraces,the
portionof a trace's codecomingfrom its constituentba-
sic blocksusedthesegmentspacewhile thenewly gen-
eratedpart of the traceusedthe absolutespace. This
mix increasedthe datacachefootprint enoughto cause
a noticeableperformancehit. Absoluteaddressingcan
bemixedwith segmentaddressing,but they shouldboth
pointat thesamelinearaddressesfor bestperformance.

6 Synchronization

Sharingblocksacrossthreadsrequiressynchronized
accessto datastructuresandcodecachemodi�cations.
Our �rst versionof sharingusedasinglemonolithiclock
for all runtimesystemcode,whereonly onethreadcould
be out of the codecacheat a time. The contentionon
this lock washigh andperformancesuffered,asshown
in Figure 3. Most of this overheadis only incurredat
startupandmostlyimpactsshortworkloads,while longer
continuousworkloadsspendlesstime in theruntimesys-
tem and consequentlyare lessaffectedin steadystate.
If thread-private data structuresneedto be populated,
bursty workloadsmay also seesomeimpact whenever
threadpools shrink and expand. Yet, only a slightly
�ner -grainedapproachis requiredto achieve goodper-
formanceacrossvaried workloads. We use two main
locks:abasicblockbuilding lock thatis heldacrosslook-
ing up, building, and addinga new basicblock; and a
changelinking lock thatis heldacrossany changesto the
link stateof ablock, includingreplacingany placeholder
containingstatefor thenew blockto assume(suchasper-
sistentbasicblock pro�ling datathatpreserve execution
countsacrossblock deletion[6, p. 49]). If privateblocks
exist andany form of cross-cachelinking is allowed,then
thechangelinking lock mustbeheldduringprivateblock
linking as well. Additionally, if the traceheadnessat-

  0%

  1%

  2%

  3%

  4%

  5%

  6%

guest_medguest_lowab_medab_low

T
hr

ou
gh

pu
t r

ed
uc

tio
n 

of
 c

oa
rs

e 
ve

rs
us

 fi
ne

 s
yn

ch
.

Figure 3. The perf ormance impact of
coar se-grained sync hronization that em-
plo ys a single monolithic loc k around all
runtime system code , versus our scheme
of slightl y �ner -grained loc ks for basic
bloc k building and link modi�cation.

Reductionin
Benchmark Process contentioninstances
ablow inetinfo.exe 53.1%
abmed inetinfo.exe 85.0%

dllhost.exe 53.4%
guestlow inetinfo.exe 67.0%

sqlservr.exe 70.3%
guestmed inetinfo.exe 80.3%

dllhost.exe 58.8%
sqlservr.exe 75.5%

average 67.9%

Table 3. The reduction in loc k contention
instances when using our �ner -grained
loc ks for basic bloc k building and link
modi�cation compared to using a coar se-
grained monolithic loc k.

tributeof eachbasicblock is shared(seeSection7), the
lock is requiredduring initial linking of a new private
block (whentraceheadnessis discovered). As Table 3
shows,thecontentionon thesetwo �ner -grainedlocksis
substantiallylower thanwith themonolithicapproach.

In addition to thesehigh-level operationlocks, each
globaldatastructurerequiresits own lock. Theseinclude
block lookuphashtables,tablesmappingcodecachead-
dressesto applicationaddresses,and lists of available
slots in the codecache. Theselocks must be ef�cient
to avoid contention.Usingspin locksor threadyields is
notsuf�cient, asblock lookupsareonarelatively critical
path.Wefoundthatonlywith fastread-writelockswhere
a readerincursvery little overheadandall contentionis
handledbyoperatingsystem-supportedwaitsandnoti�es



couldwe eliminateall performanceimpactof our locks.
SinceDynamoRIOoperateson multithreadedappli-

cationsit mustbe carefulaboutinteractionsof its own
synchronizationwith that of the application. A thread
in thecodecacheshouldbeexecutingcompletelyin the
application's context andshouldnot hinderexecutionof
runtime systemcode. Our invariant is that no runtime
systemlock can be held while in the codecache. This
greatlysimpli�es both thesafepoints[6, p. 116] neces-
saryfor supportingapplicationthreadssuspendingeach
otherandthesynchronizationneededfor codecachecon-
sistency [5]. However, this limits the choicesfor trace
building synchronization,asdiscussedin Section7.

7 Trace Building

The mechanismsof tracebuilding in a sharedcode
cacherequiremore changesand decisionsthan simply
applyinglocksat theappropriatepointsin aprivatetrace
building scheme.This sectiondiscussesbuilding Next
ExecutingTail (NET) traces[18], whicheachbegin from
a basicblock calleda tracehead. TraditionalNET trace
headsfocuson loopsby including targetsof backward
branchesaswell asexits from existing traces[6]. Trace
headsarepro�led, andassoonasa tracehead's execu-
tion counterexceedsa thresholdvalue, the subsequent
sequenceof basicblocksthat is executedafter the trace
headis concatenatedtogetherto becomea new trace.In
thisschemethereareseveralindependentchoicesof what
to shareandwhat remainsthread-private: basicblocks,
traceheadness(whethera basic block is considereda
tracehead),traceheadcounters,andtracesthemselves.
Hybrid choicesarealsopossible,wheresometracesare
privateandsome(perhapsthosefoundtobecommon)are
promotedto sharedtraces,or the reversewhereshared
tracesare turned into thread-private tracesfor thread-
speci�c specialization.

While traceheadnesssharingis typically tied to ba-
sic block sharing,andtraceheadcountersharingis typ-
ically tied to sharingtracesthemselves,theconnections
arenotnecessary. Having counterssharedbut tracespri-
vatecouldbedesirableif trace-speci�coptimizationsare
performedon the traces,or if sharedthread-localstor-
ageis expensive andprivate traceshave a performance
advantage.

NET tracebuilding involves executingbasicblocks
oneatatime,incrementallydiscoveringthehotpathdur-
ing the next executionafter a traceheadbecomeshot.
This entailsmultiple trips in andout of the codecache.
Givenour invariantof no locks while in the codecache
(Section6), this rulesout a gianttracebuilding lock. In-
stead,we usethread-privatetemporarydatastructuresto
build up tracesandonly synchronizeat thepoint where
a traceis readyto be emittedinto the codecache. To
preventwastefulconcurrenttracebuilding work,weseta
�ag onasharedtraceheadoncetracebuilding hasstarted

Trace Ratioof
building racesto

Benchmark Process races traces
ablow inetinfo.exe 4985 65.9%
abmed inetinfo.exe 1029 16.6%

dllhost.exe 2532 60.1%
guestlow inetinfo.exe 7730 55.8%

sqlservr.exe 2886 41.3%
guestmed inetinfo.exe 662 9.2%

dllhost.exe 6638 66.9%
sqlservr.exe 3572 51.7%

average 3754 45.9%

Table 4. Trace creations attempted while
another trace from the same trace head
was being created, and the ratio of these
races to the total number of traces built.

from thathead.Anotherthreadwill notattemptto build a
tracefrom a �agged traceheadbut will insteadcontinue
executingfrom existing blocks. This raceis not uncom-
mon,asTable4 shows. Without this �ag, many duplicate
traceswould besimultaneouslybuilt andwasted.

Eachtargetblock in thenext executedtail mustbeun-
linkedin orderto returnto theruntimesystemafterexe-
cutionandcontinuetheprocess.Sincewe cannothold a
lock while in thecodecache,wecannotpreventthetarget
blockfrom beingre-linkedbyanothertracein progressor
otherwisebeingmodi�ed. We solve this by againusing
thread-privatetemporarystructures,this time for theba-
sicblock itself. This alsoavoidsdisruptingotherthreads
by eliminatingunlinkingof sharedblocks.

If bothtracesandbasicblocksareshared,a tracehead
is no longerneededoncea sharedtracehasbeenbuilt
from it. As block deletionis an involvedoperationin a
sharedcache(Section9.2), oneoptionis to notdeletethe
headbut insteadshadowit. Shadowing makesthehead
inaccessibleby ensuringthatthetracehasprecedencein
all lookuptablesandby shiftingthetracehead's links to
the trace. If the traceis later deleted,the links can be
shiftedbackto restorethe head. However, asthis does
wastespace,DynamoRIOdeletesa traceheadusingour
two-steplazy deletion(Section9) as soonas its corre-
spondingtraceis emitted.

8 In-CacheLookup Tables

In a softwarecodecache,indirect branchesmustbe
dynamicallyresolved by looking up the corresponding
codecacheaddressfor agivenapplicationaddress.These
indirectbranchlookuptablespresentmoresynchroniza-
tion complicationsthanotherruntimesystemdatastruc-
turesbecausethey areaccessedfrom thecodecacheand
areon thecritical performancepath.A runtimesystem's



performancehasbeenshown to be primarily limited by
its indirect branchperformance[6], which is the only
aspectof codecacheexecutionthat differssigni�cantly
from nativeexecution.

As with the othercomponents,lookup tablescanbe
thread-sharedor thread-private. Even if all blocks are
shared,thread-privatetablessimplify tableentrydeletion
andtableresizing,asdescribedbelow. Privatetablesdo
occupy morememorythanshared,but they do not sig-
ni�cantly impactscalabilitytheway thread-privatebasic
blocksandtracesdo. In our benchmarks,thetotal mem-
ory usageof thread-sharedblocks is four timesgreater
than the memoryusagefrom thread-private lookup ta-
bles. The main disadvantageof thread-privatetablesis
that the tableof every threadmustbe traversedin order
to remove a sharedblock. Thereis alsoadditionaldata
cachepressure.

Thread-sharedtables require synchronizationwith
otherthreadsin runtimesystemcodeto coordinatecon-
currentwritesto thetableaswell asto makesequencesof
readsandwritesatomic. We useread-writelocks to ac-
complishthis. However, we canavoid thecostof a read
lock for thein-cachelookupif wemakethekey tableop-
erationsatomicwith respectto readsfrom thecache.The
key operationsare:addinga new targetblock; removing
a block;andresizingthetable.

Addinga new block canbemadeatomicwith respect
to tablereadsfrom the cacheby �rst addingsubsidiary
�elds andonly thenusinga singleIA-32 atomicwrite to
theprimarytag�eld to enablethenew entry. Removing
entriesis a little moredif�cult anddependson the type
of hashtablecollision handling.We useanopen-address
hashtablewith linearprobing[13], whereshiftingentries
on deletionproducesshortercollision chainsthanusing
a sentinel. However, shifting cannotbe usedwithout a
read lock in the cache. Our solution is to use a sen-
tinel that is not a hit but doesnot terminatethecollision
chain,which canbe written atomically to the tag �eld.
Atomic removal is requiredfor thread-privateaswell as
thread-sharedcacheson cacheconsistency events (see
Section9), asblocksmustbe invalidatedin all threads'
cachesby the threadprocessingthe event. For thread-
private tables,the owning threadcancleanup the sen-
tinel andperformdeletionshiftingon its own tablewhen
backin runtimesystemcode. For thread-sharedtables,
we cannotdo any shifting or replacementof a sentinel
unlesswe know all threadshave exited the cachesince
thesentinel's insertion.

Resizingis themostdif�cult of the threeoperations.
As thereis a largerangein amountof codeexecutedby
differentapplications,no single table size will provide
bothsmalldatacachefootprintandsmallcollisionchains
— thetablemustbedynamicallysizedastheapplication
executesnew code.Thread-privatelookuptablescanbe
resizedby their owner at any point. For thread-shared
tables,we point at thenew tablebut do not free theold

tableright away. A referencecountingschemeis usedto
lazily reclaimthememory.

After implementingboth thread-private and thread-
sharedlookup tablesin DynamoRIO,we have observed
thread-private to be marginally faster, possibly due to
sharedtables' lack of sentinelreplacementresultingin
longer collision chains. As future work we plan to
explore the effects of more sophisticatedsharedtable
management.The numbersin this paperare from Dy-
namoRIOcon�guredto usethread-privatetables.

Lookup routines can also be either sharedor pri-
vate. Sharedroutinesmust use indirection to access
their lookuptables(unlessahardcodedtablesizeis used,
which doesnot scalewell, or several registersare per-
manentlystolen, which will have seriousperformance
problemson IA-32), anotherdisadvantageof sharing.
DynamoRIO's sharedroutinesstoretableaddressesand
lookupmasksdirectly in thread-localstorage(Section5)
in orderto avoid asecondindirectionstep.Thebestgen-
eral approachmay be a hybrid that usesthread-private
lookuproutinesandtablesbut switchesto thread-shared
if theapplicationturnsout to usemany threadswith sig-
ni�cant sharing.

9 CodeCacheEviction

Codemustbe evicted from softwarecodecachesfor
two reasons:cacheconsistencyandcachecapacity. This
sectionshows thatwhile invalidatingcodeby makingit
unreachableis similarbetweenthread-privateandthread-
sharedcaches,actuallyfreeingcodeis very differentin
thethread-sharedworld.

9.1 Unlinking

Any software code cachemust be kept consistent
with the application's original code,which can change
due to code modi�cation or de-allocationof memory.
Theseeventsare more frequentthan one might expect
and include much more than rare self-modifyingcode:
unloading of sharedlibraries; rebasingof sharedli-
brariesby the loader; dynamically-generatedcode re-
usingthesameaddress,or nearbyaddresses(falseshar-
ing) if the method of changedetectionis not granu-
lar enough— anddynamically-generatedcodeincludes
nested-functiontrampolinesand other code sequences
not limited to just-in-time compilers; hook insertion,
which is frequenton Windows; and rebindingof jump
tables.All of theseapplicationchangesmustbehandled
by invalidatingthecorrespondingcodein thecodecache.
Our experiencerunningcommercialserver softwarere-
vealedasa commonsourceof bugsattemptsto execute
from alreadyunloadedlibraries. Ratherthan datacor-
ruption theselatentbugsmoreoften result in execution
exceptionsthat are handledwithin the application,and
ourplatformhasto faithfully reproducethoseexceptions
for bug transparency.



The presenceof multiple threadscomplicatescache
invalidation, even with thread-private caches(as stale
code could be presentin every thread's cache). Bru-
ening and Amarasinghe[5] presentan algorithm for
non-precise�ushing usinga slightly relaxedconsistency
model that is ableto invalidatemodi�ed codein a lazy
two-stepschemethat avoids the up-front cost of sus-
pendingall threadson every invalidationevent. (Self-
modifying codeis handleddifferently [5], in a precise
fashion,whichis onereasonthatDynamoRIOkeepsself-
modifying blocksthread-private.) Non-precise�ushing
assumesthat the applicationusessynchronizationbe-
tweena threadmodifying codeand a threadexecuting
thatcode. A codecachesystemcanthenallow a thread
alreadyinsidea to-be-invalidatedblock to continueex-
ecutingand only worry aboutpreventing future execu-
tions. This resultsin a two-stepscheme:one, making
all targetblocksinaccessible,whichmustbedoneproac-
tively; andtwo, actuallyfreeingthestaleblocks,which
canbeperformedlazily. Herewe extendthatalgorithm
andverify that the �rst stepworks with the additionof
oursharedindirectbranchtablesolutionsfrom Section8,
but the secondsteprequiresa novel schemefor freeing
memory, whichwe presentin Section9.2.

Methodsfor removing blocks from indirect branch
target tablesatomically, concurrentwith other threads'
accessto thetable,werediscussedin Section8. In addi-
tion, the�rst steprequiresunlinkingof all targetblocks.
Unlinking is theactof redirectingall entrancesto andex-
its from a block (includingself-loops)to insteadexit the
codecache.Theseredirectionsinvolve modifying direct
branchinstructions.IA-32 providesanatomicfour-byte
memorywrite (thoughdespitetheimplicationsof theIA-
32 documentation[23, vol. 3], cross-cache-linecode
modi�cations arenot atomicwith respectto instruction
fetches).A branchmodi�cation is a singlewrite andcan
bemadeatomicby ensuringthatthebranchinstruction's
immediateoperandin the codecachedoesnot crossa
processorcacheline. A threadexecutingthatbranchwill
seeeitherthelinkedstateor theunlinkedstate— nothing
inconsistent.Thispartof the�ushing algorithmdoesnot
changefrom thread-privateto thread-sharedcaches.

9.2 Dela yed Deletion

Whilemakingablockinaccessiblein thefuturecanbe
donewith atomicoperations,actuallyfreeingthatblock
is muchmoredif�cult. Wemustbecertainthatno thread
is currently insidethe block. Onestrategy is to impose
a barrierat entranceto the codecacheandwait for all
threadsto exit. When no threadis in the codecache,
clearly any block can be freed. We implementedthis
strategy but ran into severalproblems.Threadsmayre-
main in thecachefor anunboundedamountof time be-
forecomingout,if in alooporatasystemcall. Thisleads
to two problems:�rst, freeingof blocksmaybedelayed
inde�nitely; and second,the applicationmay make no

forward progressbecauseof the cacheentrancebarrier.
A third problemis that the lock usedto preciselycount
thethreadsasthey exit endsupwith veryhighcontention
(sinceevery threadacquiresit on every cacheentrance
andexit). Theendresultis bothnon-promptdeletionand
poorperformance.

As a real-world example of how important it is to
free memory invalidatedby cacheconsistency events,
considerVSSTat.exe , the tray barprocessfor McAfee
VirusScan[29]. It loads and then unloadsthe same
sharedlibrary over onethousandtimesin the courseof
afew minutesof execution.While this is clearlysubopti-
malnativebehavior, ourplatformshouldfaithfully main-
tain theapplication's characteristics.Yet without actual
block freeing,our overall memoryusagewas�fty times
whatit shouldhavebeen.While amoretargetedsolution
to library reloadingcanremovethissourceof cachedele-
tion, pageor subpageconsistency eventsdue to cross-
modi�ed or self-modi�ed codestill demandmore ef�-
cientgeneraldeletionsupport.

Oursolutionis to not requirethatall threadsbeoutof
thecachesimultaneously, but ratherthatall threadsthat
werein thecacheat thetimeof thetargetblock'sunlink-
ing have exited the cacheat leastonce. This avoids the
heavyweightentrancebarrierandsolvestheperformance
problem.To determinewhethera threadhasexitedsince
theunlink, weusetimestamps,andto �nd thelastthread,
referencecounting. A global timestampis incremented
oneachunlinkof asetof blocks(e.g.,for eachcachecon-
sistency event).Thatsetof blocksis placedasa new en-
try in a pending-deletionlist. The list entryalsorecords
the global timestampandthe total numberof threadsat
thetimeof theunlink (which is thereferencecount).We
usethetotal to avoid having to know how many threads
arein thecacheversuswaitingatsynchronizationpoints.
Furthermore,requiringevery threadto indicateit is no
longerusingthe setof blockssolvesproblemsnot only
with stalecodecacheexecutionbut with accessesto data
structurescorrespondingto staleblocks.

Eachthreadremembersthetimestampat which it last
walked the pending-deletionlist. As eachthreaden-
countersa synchronizationpoint (enteringor exiting the
cache,or threaddeath),it walksthepending-deletionlist
anddecrementsthereferencecountfor everyentrywhose
timestampis greaterthan its own. After the walk, the
threadsetsits timestampto thecurrentglobaltimestamp.
The pending-deletionlist is kept sorted(by prepending
new entries)so that eachwalk canterminateat the �rst
entrythathasalreadybeenvisitedby thatthread.

When a pending-deletionentry's referencecount
reacheszero,its blocksareguaranteedto beno longerin
useeitherfor executionin thecodecacheor examination
by the runtimesystem.The blocks' datastructurescan
now be freed,andtheir cachespacere-used.Re-useof
cachespaceis notassimpleasfor thread-privatecaches,
whereschemeslike empty-slotpromotion[5] areeffec-
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Figure 4. The percenta ge of unlinked
bloc ks that are successfull y freed by our
algorithm with and without the system
call �a g addition, evaluated on applica-
tions with numer ous cache consistenc y
events: dynamicall y generated code in
SPECJVM [36] and a sample .NET Frame-
work SDK application, and repeatedl y-
unloaded libraries in VSSTat.exe , the tray
bar process for McAf ee VirusScan [29].

tive. Victim blocksadjacentto theemptyslot cannotbe
proactivelyevicted(themulti-stagedelayeddeletionpro-
cessmustbeundergoneto ensurethey areunused�rst),
makingtheslotsonlyusefulto blocksthat�t insidethem.
Oursolutionis to usefreelistsof varioussizesfor shared
codecaches.

Ourdelayeddeletionalgorithmstill hadoneproblem:
deletiondelayisunboundeddueto loopsandsystemcalls
in thecache.We addressthesystemcall problemwith a
�ag thatis setprior to executingasystemcall andcleared
afterward. If the�ag is setfor a thread,thatthreadis not
includedin thereferencecountfor a to-be-deletedsetof
target blocks. This schemerequiresthat during the un-
linking stepall post-system-callpointsarealsounlinked
prior to readingthesystemcall �ag. Otherwisea racein
readingthe �ag could resultin theuncountedthreadac-
cessingstaleandfreeddata.DynamoRIOroutesall sys-
temcalls througha singlepoint, facilitatingan inexpen-
siveunlink (if systemcallsareinsteadscatteredthrough-
out thecodecache,analways-presentcheckfor whether
to exit maybemoreef�cient thanhaving to unlink every
singleoneof them). Upon exiting the codecache,the
threadmustabandonany pointerto any blocks(suchas
a last-executedpointerthatsomesystemsmaintain)asit
may have alreadybeenfreed. Figure 4 shows that this
systemcall additionto thealgorithmmakesacritical dif-
ferencein effectiveness.

In practicewe have not had a problemwith loops.
Though DynamoRIO's goal is to quickly enter steady
state in the form of loops in the cache,server appli-

cations' steady-stateloops often contain systemcalls,
which our algorithm doesaddress. Another factor is
thatapplicationswith signi�cant amountsof consistency
eventstendto exit thecachemorefrequentlyasthey ex-
ecutethe codebeingunlinked. If problemswith loops
doarise,asa lastresortonecanoccasionallysuspendthe
loopingthreadsin orderto proactively freememory.

In addition to freeing blocks madeinvalid by con-
sistency events, freeing is requiredin order to impose
limits on the size of the cachefor capacitymanage-
ment. Unfortunately, straightforward single-blockevic-
tion strategiessuchas�rst-in-�rst-out or least-recently-
usedthat have beenshown to work well with thread-
privatecaches[5, 20] simply do not work with thread-
sharedcaches,asno block canbe freedimmediatelyin
anef�cient manner. Capacityschemesmustaccountfor
eitherahighcostof freeingor for adelaybetweenasking
for eviction andactualfreeingof thespace.

10 RelatedWork

Softwarecodecachesare found in a variety of sys-
tems. Dynamic translatorsuse code cachesto reduce
translationoverhead[10, 33, 41], while dynamicopti-
mizersperformnative-to-nativetranslationandoptimiza-
tion usingruntimeinformationnot availableto thestatic
compiler [4, 8]. Similarly, just-in-time(JIT) compilers
translatefrom high-level languagesto machinecodeand
cachethe resultsfor futureexecution[1, 3, 16, 22]. In-
structionset emulators[11] and whole-systemsimula-
tors [28, 40] use cachingto amortizeemulationover-
head.Softwarecodecachesarealsocoupledwith hard-
waresupportfor hardwarevirtualization[7, 12] andin-
structionset compatibility [14, 15, 19, 24]. To avoid
the transparency andgranularitylimitations of inserting
trampolinesdirectly into applicationcode, recentrun-
time tool platformsare being built with software code
caches[6, 27, 32, 34].

Not all software codecachesystemssupportmulti-
ple threads. Whole-systemsimulators,hardwarevirtu-
alizationsystems,andinstructionsetcompatibility sys-
temstypically modelor supportonly a singleprocessor,
resultingin a single streamof execution(an exception
is VMWare's multiprocessorsupport,but for which no
technicalinformation is available). Other tools andre-
searchsystemstargetplatformson which kernelthreads
arenot standard.

Many dynamic translationand instrumentationsys-
tems that do supportthreadshave limited solutionsto
threadingissues. Valgrind [32] is single-threadedand
multiplexes user threadsitself. Aries [41] usesa sin-
gle global lock aroundruntime systemcode and sup-
portsfreeingcachespaceonly via forcingall threadsout
of the cache. DynamoRIO[6] originally usedthread-
privatecodecaches.FX!32 [9] supportsmultiple threads
but doesnot supportcacheconsistency or runtimecache



management,using only persistentcachesbuilt via of-
�ine binary translation. Mojo [8] usesthread-shared
tracecachesbut thread-privatebasicblock caches. Its
cachemanagementconsistsof suspendingall threads,
which it only doesupon reachingthe capacitylimit of
thecacheasit doesnot maintaincacheconsistency and
cannotafford thesuspensioncostat morefrequentinter-
vals. Pin [27] hasan adaptive thread-localstorageap-
proach,usingabsoluteaddressinguntil a secondthread
is created,whenit switchesto a stolenregister. Further
informationon its handlingof threadsis notavailable.

Somethreadingproblemsare more easily solved in
othertypesof runtimesystems.Dynamictranslatorsand
just-in-timecompilersareableto setuptheirown thread-
localscratchspaceby allocatingthemselvesaregister, as
opposedto native-to-nativesystemsthatmuststealfrom
theapplicationin orderto operatetransparently.

Languagevirtual machines(e.g., Java virtual ma-
chines)often virtualize the underlying processorsand
performthreadschedulingthemselves. They do not al-
low full pre-emptionbut ratherimposesynchronization
points where thread switchesmay occur, typically at
methodentriesor loopbackedges.Thesepointsareused
to simplify garbagecollectionby requiringall mutators
(applicationthreads)to be at synchronizationpointsbe-
fore garbagecollection canproceed[2]. The overhead
from suchfrequentsynchronizationis more acceptable
in a virtual machinethana native-to-nativesystem.

Garbagecollectionusesreferencecountingin a dif-
ferentway thanourdelayeddeletionalgorithm.Garbage
collectiondetermineswhatdatais reachablefrom a root
set,operatingeitherin astop-the-world fashionor by in-
strumentingstoresto ensurethatany referencesbetween
collectionsetsareknown. Deletingcodeblockscannot
use similar methodsas instrumentingevery block en-
tranceandexit would be prohibitively expensive. Any
threadcanreachany block that is accessiblevia links or
indirectbranchlookuptables.Our referencecountindi-
catesnot which threadsareusingtargetdata,but which
threadsmightbeusingtargetdata.

Another difference between languagevirtual ma-
chinesandothersystemsis thatJIT-compiledcodecache
managementoperatesat a coarsergranularity, methods,
thantheblocksof coderequiredfor incrementalcodedis-
covery in a systemoperatingon arbitrarybinaries. JIT
compilersoften go to greatlengthsto avoid compiling
codethatmighteverneedinvalidation[35].

11 Conclusions

Thispaperpresentsanddiscussesour implementation
of thread-sharedcodecachesthatavoidsbrute-forceall-
thread-suspensionandmonolithic global locks. Our �-
naldesignincludesmedium-grainedruntimesystemsyn-
chronizationthatreduceslock contention,tracebuilding
that combinesef�cient privateconstructionwith shared

results, in-cachelock-free lookup table accessin the
presenceof entryinvalidations,andadelayeddeletional-
gorithmbasedon timestampsandreferencecounts.We
evaluatedour solutionsin theDynamoRIOruntimesys-
temon real-world server applicationsandfoundthatour
thread-sharedcachesreducememoryusageby up to fac-
tor of nine andimprove throughputby up to a factorof
four versusthread-privatecaches.

Our implementationsupportsmixing thread-private
andthread-sharedcaches.We plan to extendthis work
by analyzingthe differencesin traceshapeandquality
betweenall-sharedandall-privatetracesandby further
exploringadaptivehybrid sharingschemes.
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